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ABSTRACT

There is a misconception by the public about the need for police to collect information 
I 

within the American society: it is often believed that to do so is an infringement on civil rights.

The nation's police executives often have this same concern, perhaps because they do not 

understand the principles and restrictions of police intelligence. For decades, police executives 

have been reluctant to employ intelligence operations relying solely on the Federal Bureau of 

Investigation. This may be an unwise decision today with the highly sophisticated criminal 

element that has arisen in the world. This paper is offered as a quick study of the dangers of 

relying solely on national domestic intelligence assets. With its inherent lack of sharing with the 

Also included is a brieflocal agencies, and the consequences it can have on a country. 

discussion of a basic guide for implementing such a unit. An extensive search and review of the 

subject through use of news articles, reports, books, personal interviews with retired agents with 

ftrsthand knowledge of the subject, and personal experience and knowledge gained as a special 

agent and chief instructor for the 5th Army Counter-intelligence Special Agent's Course, was 

used. It was concluded that society had gained a valuable resource in the fight against crime 

when a nation did not rely solely on national level intelligence. Intelligence operations 

conducted at the local level is more likely to give the local police executive more timely 

information to base decisions on. Which would then allow the local agency to better provide 

protection from the effects of organized criminal behavior to the people they serve.
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INTRODUCTION 

There is a major misconception by the public about the need for police to collect 

information on citizens or residents of the American society. It is often believed that to do so is 

somehow an infringement on civil rights. Often this is also the case within the ranks of the 

nation's police executives, which may be caused by the fact that they simply do not know how to 

go about it. Is there a need for police intelligence operations at the local level and the sharing of 

that gathered intelligence? In truth, it is a necessary function of policing. Without their use, 

organized criminal activity can go unnoticed for years until it has become a major problem 

within a society; or in some cases, too late to stifle it. Intelligence is gathered and used in all 

aspects of society, business and government alike use it as a base for sound decisions; however, 

No business executiveit is generally referred to by the more acceptable title "information." 

would ever start any type of venture without good information; likewise, a police executive 

Policeshould not be expected to make operational decisions without the same benefit. 

intelligence units operating within the guidelines set forth by law using highly ethical principles 

and proper investigative methods are effective tools in the fight against crime. Unfortunately, 

the most common reaction received from police officials when this subject arises is one of 

protest or disdain. The comments range from "police can't do that, it's illegal," and "a unit such 

as that is not needed," to "the department tried it and it didn't work," "that's what the FBI is 

for," or "great, another paranoid ex-spook." None of these is totally correct. 

For several decades, many police executives have been reluctant to employ intelligence 

operations relying solely on the Federal Bureau of Investigation (FBI), but this may be an unwise

decision today with the highly sophisticated criminal element that has arisen in the world (Farah,

1996; Kober, 1996; Whitaker, 1995). There have been other countries in the world that have 

A wellrelied totally on national intelligence, which have had disastrous consequences. 
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publicized one is Colombia and their problems with the drug cartels, and more recently a similar 

problem in Mexico. It is widely believed that things such as this could never happen in the 

United States. For some unknown reason, it is thought that American society is immune from 

the consequences of well-organized and highly motivated criminal organizations. This false

sense of security and distain for a nation's enemies is exactly why nations fall. The United 

States has made that mistake several times before, most notably with Pearl Harbor, Vietnam, and

most recently, the World Trade Center. While it is true that the United States made those 

mistakes, and that most of them have been in a wartime setting and have involved a foreign 

power, it has always been for the same reason: poor intelligence. For some years now, the 

United States has been in a quasi-war called the "War on Drugs," and it appears that the same 

mistake is being made. Since the 1970s, domestic intelligence operations have been extremely 

limited, with the FBI, a few states, and even fewer large city police departments having very 

limited activity. The nation's police are now dealing with highly sophisticated criminal elements 

that, in some cases, rival the governments of the nations that they are based in (Grigg, 1996). 

They do this by hiring extremely well-trained operatives. In the past it has been difficult enough 

to foil the criminal activity of the mobster that was just street smart, but now police deal with a 

new breed of trained and experienced former intelligence agents from now-defunct countries, 

which have turned mercenary (Macko, 1997). The local and state police of the United States are 

poorly equipped to deal with these 21st century criminals, and cannot continue to rely on the 

national assets alone (Sule, 1996). As the nation's first line of defense, police executives at all 

levels of government must recognize the change in the criminal element and take the initiative to 

gather information on these organizations. They must then share that information with other 

police agencies.
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The people of Colombia and Mexico also once felt that they were immune from such 

activity. So before the reader dismisses this paper as being immaterial to United States policing 

needs, a short history lesson should be imparted. Until the 1970s Colombia and Mexico were 

They accomplished this fairly stable and somewhat successful in their anti-drug operations. 

with financial and equipment support from the United States that was minor when compared to 

Unfortunately, the current massive support of money, the massive support given now. 

equipment and manpower is by all accounts ineffective. This is not just a problem for them, or 

just for the United States, but what has become a problem for the entire world (National Drug 

Intelligence Center, 1998). What happened in those countries to cause this problem? The answer 

appears to be bad intelligence. Both Colombia and the Mexico relied totally on their national 

intelligence agencies, which through design or bad analysis did not predict the strength, 

expertise, or dedication of the drug cartels.

It is necessary to examine the events in both Colombia and Mexico before the 

significance of these intelligence failures can be fully understood. Volumes of research material 

have been written on the mishaps of those two countries. However, little has been written about 

the failures of domestic intelligence in the United States, which will be addressed briefly in this 

paper. 

REVIEW OF LITERATURE

In the case of Colombia's intelligence assets, that country failed to detect a major change 

in the attitude of the cartels towards the Colombian government and the new friendship between 

them and revolutionary forces (Country Information, 1999). This should never have occurred. 

The M-19, a leftist revolutionary force that had been trained in the Mid-East and had been at war 

Colombianwith the cartels for years, suddenly conducted an operation for the cartels. 

intelligence failed in every aspect of detecting any change in attitude of the cartel or the M-19. 
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Because of the cartel's desire, their money, and the strength of the M-19, Colombia's biggest 

roadblock to the cartel's operations ceased to exist. That was accomplished with the attack and 

destruction of Colombia's Supreme Court. This attack was accomplished by the guerrilla group 

M-19, and paid for by the Colombian drug cartels. Why? Because the Colombian Supreme 

Court was actively engaged in the war on drugs, and was hindering the cartel's operations. 

Reportedly, Colombian intelligence never detected any of the activity that went into the planning 

and execution of the assault. The end result was that, in one swift attack, most of Colombia's 

anti-drug supreme court judges and prosecutors were murdered, and years-worth of prosecution 

and court documents were destroyed. Because of that attack and the continued coalition between 

the cartels and guerrillas, which includes the routine murder of police officers and other 

government officials, the lawful government of Colombia is almost totally ineffective (Impact of 

Illegal Narcotics, 2001). 

The cause of Mexico's ineffectiveness on the war on drugs was somewhat subtler, but 

has had nearly the same effect in Mexico as in Colombia. Once again caused by lack of 

intelligence or an intelligence blunder. Prior to the 1980s one could be assured that most 

Mexican military, police, and courts were extremely anti-drug and anti-Communist (Turbiville, 

1997). The events that changed Mexico and the world began in the 1970s and have not yet 

ended. Mexico had what they termed to be a "bandit problem." Those bandits attacked and 

assassinated mostly high-ranking military officers, police commanders, judges, prosecutors, and 

other government officials. The Mexican government announced in 1981 that, with the arrest or 

death of a handful of these bandits, this problem had been resolved. By the time the bandit 

problem was resolved, Mexico had lost many of its most honest, dedicated, and well-placed 

government officials, especially, those in their criminal justice system (LaBotz, 1996). What 

The bandits were actually left-wing was the truth about the Mexican bandit problem? 
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revolutionary forces with ties to Cuba and North Korea. The bandits were provided with 

training and equipment by these foreign governments. The support was provided to such an 

extent that North Korea reportedly ran training camps in northern Mexico (Blair, 2000). The 

guerrillas were armed with American-made older model M-16 rifles, but according to the U.S. 

Bureau of Alcohol Tobacco and Firearms, the weapons did not come from the inventory of the 

United States. It is widely known and published that Vietnam shipped thousands ofM-16 rifles 

that had been captured with the fall of South Vietnam to Cuba, and that these weapons were 

destined for the Sandinista government of Nicaragua and the guerrillas of EI Salvador during the

same time period (U.S. Department of State, 1986).

This all sounds terribly like a political agenda, and to most United States police officials, 

it could not possibly have anything to do with policing efforts in the United States, except for an 

important element that Mexican intelligence did not pick up on at first. There was a connection 

between the Colombian and Mexican drug cartels and the countries of Cuba and North Korea 

(Betancourt, 2001). The violence directed towards the government officials of Mexico has not 

slackened: anyone who opposes the drug cartels is murdered or is at least in fear for their life and

the lives of their loved ones. The so-called bandits, who are actually guerrilla groups that are 

supported by the Mexican drug cartels, often conduct those attacks (parker, 2001, Staten, 1997). 

This scenario should sound familiar, because it is exactly what happened to the Colombians in 

the 1980s. Once again, total reliance on the national intelligence assets has failed and the end 

result is that any police officer, government official, or citizen that opposes the drug lords has a 

short life expectancy. The once stable government of Mexico is in chaos (Lloyd, 1995).

A United States citizen could not imagine such a thing happening in this country. 

Unfortunately, it has already occurred. In the 1960s and early '70s, the United States saw police 

officers killed by the hundreds each year. Police stations were attacked, and judges and 
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prosecutors were assassinated. Leftwing extremists committed the majority of these crimes, and 

it is assumed by most that they occurred because of the civil unrest of that era. By the mid 1980s 

things had changed, and the leftwing extremists were out of business. Then, the most significant 

threat to the security of the United States was that of an alliance among the rightwing extremist 

groups. Between 1986 and 1988, right-wingers killed eleven police officers in the Midwestern 

United States. As a result of those murders, an extensive investigation was mounted. The 

investigation culminated in the raid and siege of an Arkansas rightwing religious group called the

Covenant Sword and Arm of the Lord's and the further arrest of top leaders of affiliated 

organizations such as the Aryan Nations, the American Nazi Party, The Order, and other 

rightwing groups throughout the Midwest. After those arrests were made, it was thought that the 

rightwing movement had lost its momentum (Conley, 1986). However, with the more recent 

incidents the country has witnessed, such as the Oklahoma City Bombing, and the siege of the 

Republic of Texas compound in Jeff Davis County, Texas, it appears that the groups may have 

just gotten smarter. Is there a connection between the domestic extremist in the United States 

and the drug cartels of the world? That is a question, which has not been clearly addressed in the 

information available to the public. However, there is justification for concern because of a few 

well documented things: the connection between Cuba and the leftwing organizations in the 

United States, the modus operandi of the old Soviet Empire's intelligence system effort to 

destabilize the western world through the use of drugs, to which Cuba was a part of (U.S. 

Department of State, 1985), and more recently, the connection between Cuba, North Korea, and 

the cartels. There has been a long established connection with some of the rightwing groups and 

motorcycle gangs that are in the illegal methamphetamine business, and for years it has been 

known that bikers have ties to Mexico (Nazi Low Riders, 1999). In more recent times, it has 

been well publicized that there has been an increased danger from drug traffickers to citizens and
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police in the United States. There has been a reward offered by the Mexican cartels for the 

murder of any Federal Drug Enforcement Officer along the United States southern border 

(D' Agostino, 2000). The United States Marshal's Service has stepped up its protection efforts on 

all federal judges, because of threats from the drug cartels (Drug Link Investigated, 1989). There 

have already been police officers assassinated while off duty by drug traffickers, and it is a 

common practice by organized criminal groups that specialize in drugs to identify narcotics 

officers, their family members, and their residences (Carey, 1997). Although largely 

unremembered by America, one of the country's more infamous assassinations occurred in San 

Antonio, Texas in 1979. It was a classic case of retaliation used in the drug war. A sniper 

Hismurdered Judge John Wood, Jr., the federal judge for the Western District of Texas. 

assassination was committed by an individual with connections to a motorcycle gang and was 

paid for by a drug family based in EI Paso, Texas (Evans 1999).

The commonality in all of the above noted incidents was there was little or no 

intelligence gathered by or disseminated to the local level. Which has caused the local police 

and citizens to be the ones that have taken the brunt of those illegal activities. 

METHODOLOGY 

In an effort to determine if there is a need for police intelligence operations at the local 

level a search was made for current material, and it was found that very little has been written on 

this subject in the last twenty years. The method used in the preparation of this paper was the 

examination of multiple written sources including, but not limited to, books and related articles 

in journals, periodicals, and newspapers. There was an extensive search into the subject 

conducted on-line for government reports, private corporations reports, and special interest 

groups' reports that may have concerned the issue at hand. There were also personal interviews 

with retired agents with firsthand knowledge of the subject, and finally from personal experience 
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and knowledge gained as a organized crime unit investigator, a special agent in 

counterintelligence and chief instructor for the 5th U.S. Army, Counter-intelligence Special 

Agent's Course (Reserve Component). This paper is a product of countless hours of sifting 

through all the related materials, and is offered to police executives in the United States as a 

quick study of results of relying solely on the national domestic intelligence assets with its 

Along with the deadly consequences it can inherent lack of sharing of information obtained. 

have on a country, and a short basic guide for implementing such a unit.

FINDINGS 

Is there a need for police intelligence operations at the local level and the sharing of that 

gathered intelligence? It has long been the contention of local law enforcement officials that an 

agency should provide the national agencies with information with the expectation that the local 

agency would get very little information back, if any at all. Especially after the recent events of 

September 11th in New York City, a police executive must ask whether this system should still 
be relied upon. Could a local intelligence unit have averted the attack in New York City? 

Considering that the planning was done overseas, local intelligence would have had little effect 

on the outcome of that tragedy. However, there had been considerable intelligence gathered by 

the FBI, but not disseminated to the local agencies across the country. A police executive must 

understand that all U.S. government intelligence agencies operate on the "need to know" 

The agents of both the FBI and principle, even to the point of excluding their own agents. 

Military Intelligence do not often initiate any type of contact unless instructed to. They are 

usually directed to make a contact or gather information on a particular matter and report back, 

by receiving a "lead sheet" from higher headquarters (US Army, 1994).

According to Clay Allen a retired Military Intelligence Officer, after the agent in the field

completes that one step, the agent then waits for further instructions concerning the matter. In all 
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likelihood, that agent will never know the outcome of the entire investigation, so it is small 

The federal system is very wonder that the local police executive does not learn of it. 

cumbersome at best. It stifles an officer's initiative to the point that, if it were to happen in a 

local agency, authorities would consider it unacceptable behavior on the part of the officer. 

Allen points out that no battle field commander would conduct field operations relying totally on 

national assists, but instead uses it in combination with the intelligence assists of the command to

insure that decisions are based on the most accurate information (personal communication, 

September 14, 2000). Therefore, if a police executive desires timely intelligence, consideration

should be given to creating an intelligence unit or re-focusing the mission of the assets that the 

agency already has. Almost all police agencies in the United States have adopted some type of 

intelligence operation: gang units, career criminal units, organized crime units, anti-drug units, 

and the list goes on. All of these units have one common factor: they all operate on and use 

intelligence. Police intelligence gathering has become a matter of urgency for every agency. It 

is no longer merely a matter of dealing with domestic criminals or the drug cartels and their 

players. The local police now have a new and even more dangerous threat to contend with; 

Thomasnamely, international terrorists moving about and striking in Hometown, USA. 

Longfellow, a retired Military Intelligence Officer, states that the modus operandi of the foreign 

agent is not that of the common criminal. The agent will most likely be working independently 

or in small cells. Those persons will have already been put in place, with a timetable by which 

they will execute the plan, or receive a very brief order to act. They will probably have been 

living and working in the local community for months, if not years, and will acquire the 

necessary materials to execute the mission through local sources, in a perfectly legal manner. 

National intelligence would be extremely lucky to locate this type of individual. However, a 

local intelligence unit that has close contact with the citizens and business of the community, 
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along with direct access to the police officers working the street, and whose initiative has not 

been hampered by federal red tape, is far more likely to root out this individual's activity. This 

would allow the police executive to direct action to thwart the intended mission (personal 

communication, April 23, 2000).

DISCUSSION 

Should a police executive decide to proceed with this endeavor, there are several things 

to be considered: what the function and purpose of an intelligence unit is, whether there is a need

for such a unit, what the legality of such a unit is, how an intelligence unit is to be structured, 

what the common mistakes are when one is created, and what its function will be.

One should not confuse intelligence operations with the normal day-to-day investigative 

work of criminal investigation units. Although they are similar, there are major differences. The 

purpose of criminal investigation is to gather evidence against wrongdoers, by developing 

This is not so in the case ofprobable cause, for the purpose of arrest and prosecution. 

intelligence operations. Intelligence operations are not driven with prosecution in mind, but 

rather with the goal of providing advance warning of pending events or problems of a police 

nature. The unit will operate for the most part on reasonable suspicion, in an effort to provide 

the police executive with the essential elements of information to base decisions on (Prunckun, 

1990). 

Unfortunately, in the wake of the September 11th attack, there is an identifiable need for 

intelligence. It is no longer necessary to go into a long and lengthy study to ascertain the need 

for local police intelligence operations. The United States is no longer just dealing with a 

criminal mindset that is trying to undermine the fabric of the nation for profit, as has happened in

Colombia and Mexico, or an occasional home grown-domestic terrorist wanting to make a 

bloody statement in an effort to have the government change or crumble. No, now there
are 
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trained enemy agents within the local community that want to see the total annihilation of the 

nation and most of its citizens, not just a change in government ideology. The need for 

information gathering or intelligence operations and the sharing of that information by local 

police agencies is now greater than it has ever been.

Intelligence work is not any different from other types of investigations, so the legality of

how it is conducted is not an issue. The same restrictions apply to intelligence operations as any 

other police investigation: a police intelligence officer does not have any more authority to act 

than their counterpart working a theft case (International Association of Chiefs of Police, 1985). 

The only significant differences are that the intelligence officer has a much narrower and much 

more focused investigation, and that it is designed to uncover the illegal activity under 

investigation before it has time to fully mature. Many agencies are already in the intelligence 

gathering business. The restrictions that apply to those units would also apply to "pure" 

intelligence work. A simple solution to ensure that a unit does not cross the line is to adhere to 

the requirements of28 Code of Federal Regulations (CPR) Part 23, when gathering, keeping, and

disseminating intelligence information. It should be pointed out that 28 CFR Part 23 is not as 

restrictive as some police officials believe (Institute for Intergovernmental Research, 1998). The 

guidelines set out by the regulation are just good operating procedures; and if adhered to, they 

simply ensure an accurate up-to-date records system. In the required database there are three 

basic identifying categories: reasonable suspicion, criminal predicate, and non-criminal 

identifying information. All information is required to have a purge date, which can be renewed 

if there is ongoing activity (Institute for Intergovernmental Research, 1993). There are several 

benefits to following the guidelines of 28 CPR Part 23. Perhaps the most important one for a 

police executive is that someone else has already spent the money and completed the research on

how to set up the database and gather the information in a manner that will keep the American 
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Civil Liberties Union at bay. Above all, with its use, the agency has the ability to share their 

intelligence information with other agencies. It must be pointed out that if the police executive 

does not choose to use the guidelines of 28 CFR Part 23, the agency is not automatically 

prohibited from having an intelligence unit just because the agency receives federal money. For 

an agency that does not follow the guidelines, the statute does prohibit the agency from 

disseminating information outside their organization (Institute for Intergovernmental Research, 

2001). Strong consideration should be made about the inability to share information before 

Information that is kept locked discarding the idea of non-compliance with those guidelines. 

away is useless, expensive, and at times its lack of use can have deadly consequences.

The structure of an intelligence operation is driven by the activity and threat that the 

agency faces. In a very small agency, it can be as simple as having an officer assigned the extra 

duty of forwarding raw information of intelligence interest to the regional or state intelligence 

center for assimilation into their database, to a fully staffed intelligence unit comprised of 

investigators and analysts. Out of necessity most agencies will use the extra duty method, if 

they use any at all, to develop intelligence information. In medium sized agencies, that scenario 

may be upgraded to one officer assigned full time to intelligence duties, which generally is not 

enough manpower. In this case, an often-overlooked resource is the use of the agency's reserve 

officers as analysts and additional investigators. A fully staffed intelligence unit is expensive, 

but should the agency have the funds to do so, it can be built using the team or squad format. 

This allows for necessary growth or downsizing as the situation dictates without damaging the 

unit's effectiveness. The intelligence team or squad should consist of three to five investigators 

in support of each intelligence analyst, with one of the investigators as the team leader. The 

analyst is one of the key players of the team and must be well versed in analytical investigation 

techniques. It will not matter how good the investigators are if the analyst does not understand 
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the game. It will be the analyst who prepares the information for the team leader to brief the 

agency's police executives, who will then make decisions based on it (National Drug Intelligence

Center, 1998). To attempt intelligence operations without an analyst to compile the raw data 

The selection of the analyst is a matter of greatest gathered, will have limited success. 

importance (Godftey & Harris, 1971).

Two things are imperative when organizing an intelligence unit: one is personnel 

selection and the other is unit placement in the command structure. While most agencies are very

sensitive to the personnel issue, and take great care to select highly ethical and self-motivated 

people to place in the unit, they stumble on the second issue. If an intelligence unit is to be 

effective, it has to be placed in a position where the team leader has direct access to the police 

executive; or at the very least, to the chief of operations. A common mistake that is sure to spell 

doom to any type of special unit, is to place that function under the authority of a person that 

does not believe in the necessity of it, does not understand the unit's mission, or both. 

Unfortunately, office politics are often the deciding factor in this decision, and if that is the case, 

the effectiveness of the unit will be limited at best (Sulc, 1996).

An intelligence unit has a two-fold operation with multiple requirements. The first part 

of the intelligence operation is that of the gathering and analyzing of information to determine 

the threat and actions of the perpetrators. Most police executives understand this concept. The 

second part of the operation is the counter-intelligence function, which is less accepted. In the 

police profession it is difficult to accept that there could be spies within the organizations. Like 

it or not, all agencies are targets for what the intelligence community calls "penetration 

operations." These are acts of infiltration into an agency by a member of the criminal, radical, or 

terrorist element to gain information, conduct sabotage operations, or have freedom of 

movement. However, the most common approach used by the opposition is called "elicitation": 
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obtaining information through bribery, blackmail, or romance. It is a fallacy to think that 

Internal Affairs will detect all such activity. Those investigators are generally attuned to acting 

after the fact, not to seeking it out. Optimally, there will be a close working relationship between 

Internal Affairs and the Intelligence Unit in matters of counter-intelligence. Furthermore, there 

will be multiple requirements placed on the unit. Those requirements should be broken down 

into two parts: strategic interest and tactical interest (Sule, 1996). It must be remembered by the 

police executive that the use of these terms could have a vast difference of understanding, 

because of the level of the agency within the government system that is using them. For 

example, the FBI may consider a federal courthouse or military installation as strategic, while the

Chief of Police of a city would probably consider the City Water Works or City Hall to be of 

strategic interest. This would also apply to something declared to be of tactical interest. It is 

often found that what one agency considers strategic is thought of as having tactical interest to 

another. Because of the events of September 11th, and regardless of the interest assessed, the 

first priority of any intelligence unit should be to conduct a threat assessment of their area of 

jurisdiction. A police executive that fails to have this done in a timely manner may be courting 

disaster. 

CONCLUSIONS 

With these techniques used by investigators with highly ethical standards - along with 

close scrutiny and accountability from the police executive - an agency at the local level will be 

able to provide the community it serves with better protection from the effects of organized 

It is of thecriminal behavior, whether it comes from street gangs, drug cartels, or terrorists. 

utmost importance that the executive of the new century understand the principles of intelligence

gathering, and of analyzing and disseminating that gained intelligence. Otherwise, this nation 

may go the way of Colombia, or at least be on the same high-speed slide to disaster as Mexico.
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