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Common Platform Enumerations (CPE) [28], which
is now a NIST standard.

2.2 CAPEC

The Common Attack Pattern Enumeration and
Classification (CAPEC) [19] attack framework was
created by MITRE Corporation to identify an
adversarial viewpoint of a system weakness. An
attacker’s viewpoint is perceived by identifying the
skill level needed to pull off an attack, attack patterns
used to gain access to weaknesses, and the attack
steps that are taken to exploit weaknesses. CAPEC
also identifies mitigation strategies for these attack
patterns. CAPEC not only provides an attacker’s
viewpoint of a weakness but also includes security
tactics to combat an attack.

CAPEC delineates attack patterns into two high-
level abstractions, which are domains of attack and
mechanisms of attack [19]. For example, CAPEC
documents the classic buffer overflow exploit as
pattern 100 (Overflow Buffers), which represents
both a software-based attack (its domain) as well as
an example of manipulating data structures (its
mechanism). As with a typical pattern, CAPEC
pattern 100 provides: 1) a description, 2) likelihood
of attack (high), 3) typical severity (very high), 4)
relationships to other CAPEC items, 5) an execution
flow detailing exploration, experimentation, and
exploitation, 6) prerequisites for the attack (for
example: ‘targeted software inadequately performs
bounds-checking’), 7) skills required, 8) resources
required, 9) indicators, 10) consequence and 11)
mitigations [19]. Each CAPEC pattern is further tied
to one or more related CWE weaknesses [29], which
provides an even greater amount of documented
examples and mitigations.

3. Methodology

This research explores the use of OVAL to
identify device-specific and community classified
vulnerabilities in networked medical devices.
CAPEC is used to provide an adversarial viewpoint
of identified vulnerabilities along with community
provided mitigation techniques to combat an attack.
Expanding the functionality of MedDevRisk to
incorporate  OVAL and CAPEC, this research
conducts a case study as defined by Oates [30] on
devices used in an academic medical setting. The
following tasks were completed to achieve this
integration:

1. Device Data Collection: OVAL was executed on
four devices provided by the Human Simulation
Unit at the University of South Alabama

2. Framework Data Collection: XML files
containing CVE and CAPEC data were used to
import framework data into MedDevRisk

3. Schema Expansion: Modified a peer-reviewed
MedDevRisk schema to incorporate OVAL and
CAPEC as well as eliminate normalization issues

4. Data Entry: Python scripts were used to import
gathered data to reduce errors introduced by
human interaction with MedDevRisk

5. Query Configuration: Queries were created to
highlight new framework functionalities

6. Result Reports: Querics were executed and
results analyzed

3.1 Device Data Collection

Before modifying the peer-reviewed database
schema for MedDevRisk [12], a solid understanding
of the data produced by OVAL is needed. This
knowledge was gained through the help of a technical
specialist employed in the Simulation Unit at the
University of South Alabama. This specialist
executed OVAL on four Apple Mac OS devices
connected to medical equipment. This collection
process corresponds to steps 1-5 of the OVAL
process described in Figure 2. A tool called OVAL
Interpreter (version 5.10.1.7) was installed on each
case-study computer in the Simulation Unit and used
to conduct a comparison between the OVAL
Definitions and System Characteristics files. The
operating systems on the case study machines
included Apple macOS X Mavericks versions 10.9.2
and 10.9.5 and macOS Sierra version 10.12. Four
OVAL results files were produced from this
comparison. The following data were provided in
each Result file: ‘OVAL ID’, ‘Result’, ‘Class’,
‘Reference ID’” and ‘Title’.

The ‘OVAL ID’ specifies the specific OVAL
definition that was tested. The ‘Result’ data specifies
if the system being ecvaluated was compliant or
incompliant with a certain ‘OVAL ID’. ‘Class’ data
categorizes the specific definition into the categories
of vulnerability, inventory, miscellancous, patch, or
compliance. This research only utilizes definitions
that are in the vulnerability category. ‘Reference 1D’
identifies a specific CVE or CPE ID connected to a
specific ‘OVAL ID’. “Title’ provides a description of
the ‘OVAL ID’.

3.2 Framework Data Collection
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contains the technical data related to an asset such as
the MAC address(es), operating system, firmware,
etc. and has a composite key of the a component ID
that increments when a new component is added and
keys from tblAssetUnit where there is one-to-many
relationship (one unit, many components). The
Manufacturer table contains the company name that
created an asset along with an automated primary key
that increments with the addition of a new record.

To support the analysis and integration of OVAL
data, the OVAL table was created. Attributes such as
device name and device IP connect records to certain
assets and were needed to determine what records
relate to what assets due to the potential of more than
one asset being vulnerable to the same OVAL ID.
Table AssetModel contains an attribute for device IP
to connect it to the OVAL table. DevicelP would
have been a good attribute to use for a primary key in
tbIOVAL; however, device IP addresses could be
considered sensitive information, which means the
use of this data should be restricted. This led to the
creation of an OVALrecord attribute that is
automatically populated and incremented with the
addition of a new record. The OVALID is the record
identifier established by the OVAL community,
which means one OVAL ID can be tied to many
devices, and many devices can be connected to one
OVAL ID. Due to a possible many-to-many
relationship between assets and OVAL records, the
OVAL ID is not used as the primary key. The class
attribute identifies the type of OVAL ID definition.

For purposes of the case study, all OVALrecord
identifiers have a class of “Vulnerability’; however,
OVAL can identify other classes such as inventory,
miscellancous, and patch. The OVALdescription
provides information on the vulnerability tow which
the device could be susceptible. The Attribute
enumerationType is the test result of an OVAL scan,
so the data in this column will be cither “true’, “false’,
or ‘undetermined’. Finally, OVALvulnID is the
CVEID that is connected to that specific OVAL
definition. This record is how the OVAL table
connects to Vulnerability table.

To integrate attack models, the CAPEC table was
created with supporting attributes. The Attribute
attackID is the primary key that is automatically
assigned and incremented when a new record is
added to the table. An automatic primary key was
necessary because some identified vulnerabilities
(CVEs) have more than one corresponding CWE.
One CWE can be connected to multiple CAPEC
records, so the attackID identifics one CAPEC record
that is connected to a specific CWE. This removes
potential many to many relationships between
tblVulnerability and tbICAPEC. The CAPECID

attribute is the identifier created by MITRE that
allows a user to find that specific CAPEC’s
information in their online database. CAPECdesc
delineates the attack that could be conducted when a
device has a specific weakness. Attribute attackSteps
describe the actions an adversary would perform
when exploiting an asset’s weakness while
attackTechniques identifies how an attacker gains
information that enables him/her to complete an
attack such as how they obtain user credentials to
gain access to a system. The mitigation attribute
provides data about how cybersecurity specialists can
prevent a certain attack from occurring.

3.4 Data Entry

Python scripts were used to automatically import
the data gathered from OVAL, CVE, and CAPEC
definitions and to execute the case study execution on
target computers. Python version 3.7 was used to
extrapolate data from the XML files provided by the
OVAL community. Three scripts were created to
transfer the gathered data. One script gathered the
OVAL data listed in section 3.1, and two other scripts
were created to gather the data listed in section 3.2.

3.5 Query Configuration

After importing data into a database derived from
the expanded MedDevRisk schema (seen in Figure
5), existing queries from prior publications [11, 12]
were utilized and adapted based on the extended
schema. New queries were created to support
extended reporting capabilitics based on the addition
of CAPEC and OVAL related data.

4. Case Study Analysis

Data from the original MedDevRisk framework
were combined with results of the case study
methodology outlined in Section 3. New data
included CAPEC information and OVAL support
definitions, as well as enhanced CVE and CWE data
from current National Vulnerability Data feeds. An
SQLServer database was used to implement the
expanded MedDevRisk schema (seen in Figure 5) as
well as to store appropriate data and results.

The OVAL data collection aspect of the case
study ran on four Mac devices, running various
versions of the macOS operating system, that are part
of the University of South Alabama Simulation Unit.
The OVAL Intrepreter software was executed on
each case study devices to generate device specfic
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http://oval.mitre.org/XMLSchema/oval-definitions-5%257ddefinition
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http://oval.mitre.org/XMLSchema/oval-definitions-5%257ddefinition
http://oval.mitre.org/XMLSchema/oval-definitions-5%257dreference
http://oval.mitre.org/XMLSchema/oval-system-
http://oval.mitre.org/XMLSchema/oval-system-characteristics-5%257dip_address
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https://www.phe.gov/Preparedness/planning/CyberTF/Documents/report2017.pdf
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https://oval.cisecurity.org/
https://capec.mitre.org/
https://docs.microsoft.com/
https://www.first.org/cvss/
https://cve.mitre.org/
https://docs.microsoft.com/en-us/previous-versions/commerce-server/ee823878(v=cs.20
https://docs.microsoft.com/en-us/previous-versions/commerce-server/ee823878(v=cs.20
https://cpe.mitre.org/
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https://nvd.nist.gov/

