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that are commonly discussed include: Failure Mode
and Effect Analysis (FMEA) [4], A Risk Management
Capability Model for Use in Medical Device
Companies [46], and CORAS [43]. However, these
models fail to provide concise insight into AMD
susceptibility.

The reality is that coupling environmental variable
with multiple impact targets creates environments for
AMDs and IMDs that entice plausible malicious
activities in the arcas of data exfiltration, data
manipulation, and/or device operation modifications.
Hence, this resecarch focuses on adversaries who
intentionally attempt to gain unauthorized access to a
device for nefarious reasons. In doing so, this research
investigates the implementation and use of attack
graphs as a viable vehicle for investigating this risk
associated with AMDs.

Attack graphs are representations that provide a
means of analyzing the susceptibility of a system.
These graphs present vulnerabilities, exploits, and
conditions for multiple attacks in a single consolidated
model that allows for a quantitative examination of
each individual attack [7]. A benefit of a graph based
model is that it presents a rich view of how
vulnerabilities relate to each other.

This paper is organized as follows: Section two
investigates the current use of ambulatory devices, as
well as their vulnerabilitics, risk models, and
mitigation strategies. The review of the literature also
examines the state of the art in attack graphs and graph
modeling. Section three discusses the data sets used for
the analysis and section four presents the construction
of attack graphs and identification of mitigation
strategies. Section five elicits conclusions from the
analysis and presents future work.

2. Relevant Work

The continued integration of technology into the
medical arena has fueled research interest in industry
and academia. As this proliferation continues, it can be
reasoned that the amount of risk increases due to an
increasing attack surface and the introduction of new
technology. Recent research indicates that residual data
extracted from mobile devices is having an increasing
impact in legal environments [3, 16]. The escalating
amalgamation of ambulatory medical devices into the
healthcare industry forces a need to understand the risk
that these devices present to organizations.

2.1. Attack Graph Models

There are a number of different styles of attack
graphs. A very popular attack graph is the attack tree.

In general, attack trees are directed and acyclic graphs.
They express how a specific sequence of attack steps
can lead to a system breach. The root node of an attack
tree represents the goal of the attacker, and the
branches in the tree show the different paths to achieve
the goal. The steps to achieve the attack are
represented by leaves [2]. Once the graph is built, the
probability of achieving an attack can be assigned to
nodes or links, and the overall probability of reaching
the goal can be found. Attack trees can assess risk to
static probabilistic models, time dependent dynamic
models, or both [2]. Using the assigned probabilities,
the paths with the highest expectation of success can be
identified and mitigation strategies can be considered.

Attack trees have been used in a variety of fields to
represent security risk and vulnerabilities. The term
attack tree was first popularized by Bruce Schneier
[53]. They are graphs such that nodes depict attacks
and links depict the steps to the goal. The root node is
considered to be the goal of the attacker and children
of the root are steps needed to achieve this goal. The
leafs of the attack tree represent attacks that can no
longer be cultivated [48]. Notable application of graph-
based attack models include security analysis of
supervisory control and data acquisition (SCADA)
systems, voting systems, vehicular communication
systems, Internet related attacks, and secure software
engineering [9].

Alhomidi and Reed [7] used attack graph modeling
combined with genetic algorithms to identify the most
important security threats on a network. Chen [42]
presented a value driven approach to threat modeling
based on attack path analysis by introducing
stakeholder incentives into commercial off-the-shelf,
product vulnerability prioritization.

Kotenko and Chechulin [15] note the major
drawback of large attack graphs is computational
complexity, and described attack modeling and impact
assessment solutions focused on development of attack
graph construction and analysis for systems operating
in near real-time. Phillips and Swiler [54] state a
network-vulnerability risk identification system should
be capable of modeling the dynamic conditions of a
network. These conditions include the ability of the
attacker, concurrent events or attacks, user access
controls, and the sequences of attacks that depend on
time. Their method uses graph algorithms such as
shortest-path to recognize the attack paths with the
highest risk.

Louthan et al. [10] describe an approach to
modeling hybrid systems, such as programmed control
systems and cyber physical systems, that interact with
the physical world. Their method used what they term
a hybrid attack graph. The hybrid attack graph shows a
combined prospective of the space between
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information systems and a restricted but useful set of
hybrid systems that are at risk. Florian et al. [2] state
the assets and amount of time available to the attacker
and the stepwise execution of complementary attack
steps are the central aspects for an attacker in a
sophisticated attack. Based on these observations, their
paper extends dynamic attack tree models using the
ordered parallel behavior of AND-and OR-gates. Vigo
et al. [14] proposed an automated attack tree generator
using a static analysis approach. The attack trees are
automatically inferred from a process of algebraic
specification and Satisfiability Modulo Theories in a
syntax-directed fashion while avoiding exponential
explosion. Their case study used the standard
propositional denotation of an attack tree to phrase
quantitative problems.

Pi¢tre-Cambacédes et al. [33] note that attack trees
are intrinsically static and limited to events that occur
independently of each other. They suggest a similar
structure based on Boolean logic Driven Markov
Processes. This is similar to attack tree models but
avoid combinatorial explosions. Roy et al. [34]
presented a novel attack tree they refer to as attack
countermeasure trees. In their model, defense measures
can be posed not only at the leaves of a tree, but any
node of the tree. Kordy et al. [31] demonstrated the
similarities between attack trees and game theory.
They showed attack—defense trees and binary zero-sum
two-player extensive form games have proportionate
expressive power such that they can be transformed
into one another and still preserve the result and
architecture.

Attack-defense trees are extensions of attack trees.
An attack-defense tree has the same attributes as an
attack tree, but also contains defense strategies. Nodes
are given characteristics, such as probability, impact,
and penalty. This is done in order to enhance the
expressive capability of the model. The values of the
characteristics are determined based on cognitive
assessment and historical events [19].

Kordy et al. [22] compared the computational
complexity of attack trees versus attack-defense trees.
They identified rules for which extending attack trees
did not increase computational complexity. Bagnato et
al. [19] also used attack-defense trees, which focus on
how attackers and defenders relate, to identify risk to
an RFID system in a case study. Based on their model,
they were able to identify guidelines to adhere to when
using similar strategies.

2.2 Risks for Medical Devices

There has also been considerable research in the risk
associated with medical devices posed by attackers.
Among such devices are implantable medical devices.

These devices have become increasingly popular and
many are equipped with wireless communications
which make them prime targets for attackers [32]. In
the article, Researchers fight to keep implanted
medical devices safe from hackers, Leavitt [32] notes
that over two million people in the US have an
implantable medical device. Many of these devices
communicate using wireless capability. Also noted in
the article were the researchers from Harvard
University, University of Massachusetts Amherst, and
University of Washington who were able to hijack the
short-range signals that an implantable cardiac
defibrillator sent to a legitimate independent controller
and caused it to emit a shock capable of inducing a
fatal heart rhythm [32].

Arney et al. [26] state that adversaries who attack
medical devices can be classified into two categories,
active and passive. Active adversaries have the ability
to spy on communications among devices, network
controllers and supervisors. They are then able to insert
messages, spoof, and damage the integrity of the
device. The second type of adversaries, passive,
cavesdrop for the purposes of acquiring private data
stored in a device. They also note four classes of
targets that adversaries attack within medical device
systems:; patient physical security, patient data
security (privacy), medical device physical security,
and data security of the health-care institution that
deploys the device [26].

Table 1. IEEE 802.15.6 Communication [38]

Implant to Implant 402-405 MHz

Implant  to Body | 402-405 MHz

Surface

Implant to External 402-405 MHz

Body Surface to Body | 13.5, 50, 400, 600, 900
Surface (LOS) MHz, 24, 3.1 - 10.6

GHz
13.5, 50, 400, 600, 900
MHz, 2.4, 3.1 - 106
GHz
13.5, 50, 400, 600, 900
MHz, 2.4, 3.1 - 106
GHz
13.5, 50, 400, 600, 900
MHz, 2.4, 3.1 - 106
GHz

Body Surface to Body
Surface (NLOS)

Body Surface to
External (LOS)

Body Surface to
External (NLOS)

Burleson et al. [20] note that threat modeling is vital
to assessing the security vulnerabilities to medical
devices, and the risk posed by the vulnerabilities varies
along with the nature of the data or the ramification of
actuation. Radcliffe [39] was able to reverse engineer
an insulin pump’s packet structure. His research
showed the insulin pump did not encrypt the medical
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