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systems, particularly in systems which offered greater
functionality. Quick and Choo [15] surveyed the
research addressing these challenges and found
significant deficits in the use of data reduction
techniques, data mining, and intelligent analysis.
Tassone et al. [16] endorsed the use of visualizations to
attempt to reduce both the data volume and cognitive
load. These findings coupled with the ever-increasing
evolution of technology capabilities forewarn that
investigations including AM systems are likely to be
complex and time-consuming, necessitating the
development of data reduction strategies.

This atmosphere prompts the hypothesis that AM
devices can be profiled after legitimate user
interactions from a residual data perspective. To
address this hypothesis, the following research
questions were identified: Can data be extracted from
an AM device? If so, does that data contain residual
data of the print operations? Are current digital
forensics tools able to retrieve and process this data?
Can the volume be reduced in a forensically sound
manner?

The contribution of this research is two-fold. First,
it provides an empirical demonstration of the viability
of residual data on a specific 3D printer. In doing so, it
documents artifacts that could be wuseful in an
investigation. Second, it provides the foundation for
future investigations regarding the tools and processes
suitable for examining these devices. This paper
structure is as follows: Section 2 presents related work,
Section 3 presents the method for the exploratory
examination and experiment. Section 4 presents results
and analysis, Section 5 discusses the results, and
Section 6 presents the conclusions and details future
work.

2. Related Work

Widespread use of embedded systems prompted
research into systems [13] [17], and the residual data
they contain [18]. The continued incorporation of AM
technologies into commercial manufacturing processes
and the rapid development of manufacturing in the
private sector indicates AM will follow a similar trend
of increasing ubiquity. This trend is encouraging
researchers to look into 3D printers to proactively
develop methods for examining AM devices and
systems in a forensic context [14] [19].

According to Shaw and Atkins [13], an embedded
system 1S a non-user-programmable computer
performing a few dedicated functions. They highlight
access to the data storage media as a major challenge
to forensic analysis in these systems. They state that
many embedded systems include data storage

components as integral parts of the device, which can
make the removal of the data storage for traditional
forensic image acquisition difficult and increase the
risk of altering or destroying data.

Despite the difficulties presented by these devices,
researchers have detailed the investigations of
embedded systems. Van Vliet et al. [17] described the
investigation of a ground-level controller after a fire in
a wind turbine. They noted several obstacles to
acquiring the log entries from the device, including the
need to supplement the onboard batteries to maintain
the logs and the decision to recreate a portion of the
controller’s logical environment prior to log retrieval.
Log retrieval involved using a manufacturer provided
tool to access the stored data. The process and results
of the Vliet’s case study are representative of the
investigation techniques examined by Shaw and Atkins
[13]. Both have a component of known origin and
involved  significant  collaboration  with  the
manufacturer of the device.

Grispos et al. [18] examined smartphones as a
proxy for forensic analysis of cloud storage services.
The authors® experimental methods centered on
preparing smartphones with cloud storage applications
linked to accounts with experimental files, then
performing well-defined file manipulations. Residual
data from these manipulations was captured from both
internal memory and an SD memory card. The results
showed a large amount of residual and metadata was
left intact when files were deleted from the local
device, and that many manipulations had identifiable
residual effects. The authors conclude that smartphones
can serve as a forensic proxy for cloud storage
services, even with a black-box view of the application
in question.

Unfortunately, not all embedded systems originate
from known a device manufacturer. Souvignet et al.
[20] detail the investigation of an ATM card skimmer
located by police in the European Union. The device in
question was constructed from several commodity
hardware components. The authors documented a
combination strategy for their analysis. The first stage
of their investigation consisted of a black box analysis
in which they examined the hardware to determine
likely device capabilities. From the results of that
analysis, the decision was made to physically deprotect
the microcontroller to facilitate access to the device
firmware. From the firmware, they were able to reverse
engineer the encryption routine and recover most of the
information the device contained. They go on to
describe an Android application created to enable the
detection of the devices via Bluetooth radio. This work
shows not only a successful device analysis but also
that the applicability of forensic analysis is not limited
to courtroom environments.
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Miller et al. [14] classified 3D printers in terms of
functionality and the requirements for external control.
Utilizing open source intelligence garmered from the
manufacturer-produced documentation, they identified
patterns in the processes used by their classifications to
move data before and during print operations. They
found evidence in the description of those processes
that devices capable of independent operation and
devices that offering the capability for local design
storage were very likely to have residual data of the
print process on the device. The authors called for
further research to verify their findings.

Garcia and Varol [19] examined the internal hard
disk drive of an Object24, a 3D printer manufactured
by Stratasys. They were able to image the disk through
a commodity USB adapter and analyzed the image
with Guidance Software’s EnCase Forensic Suite.
They were able to recover network configuration data,
logs, and device settings from the image, but did not
locate design files or pictures of the printed objects in
the acquired image. This work represents an initial
attempt at analyzing an AM device. Further
examination of the image using additional tools and
search strategies would enhance the results.

Current research demonstrates that other types of
embedded systems have undergone forensic analysis,
but researchers are just starting to investigate devices
that associated with AM technologies as potential
sources of residual data. Currently, there is minimal
research that focuses on acquiring and analyzing AM
devices from a forensics perspective.

3. Methodology

This work takes the form of an exploratory case
study as described by Oates [21]. To investigate the
hypotheses and associated research questions, a two-
stage approach was adopted based on the strategy
developed by Souvignet and Frinken [22]. The first
stage consists of a black box analysis with the goals of
identifying hardware capabilities, data storage
locations, and potential access methods. The results of
the first stage influenced the approach used for the
second stage. A grey box investigation strategy was
selected due to the availability of an open source
distribution [23] of a documented underlying operating
system [24] along with documentation on the
implementation of an open source application stack
[25]; however, nominal information regarding
manufacturer customizations to that distribution. These
conditions fulfilled the criteria of incomplete system
knowledge as utilized by Jehan, Pill, and Wotawa [26]
to qualify a study as ‘grey box’.

A single Voxel8 3D printer was selected for this
investigation. Specific printer information is provided
in Table 1. This printer is representative of a class of
printers identified by Miller, et al. [14] as likely to
contain residual data from the print process. Features
qualifying this printer for the classification include the
ability to print objects without a controlling machine
(standalone operation) and the presence of internal
storage for g-code files. Two software packages were
used for analysis in this research: AccessData’s
Forensic Tool Kit (FTK) version 6.2 [27] and Autopsy
version 4.1.1 [28]. FTK is a commercial forensics
platform frequently accepted by U.S. Courts as a
forensically sound tool. Autopsy is an open source
forensics platform. These platforms were selected due
to their ability to filter results based on a set of file
hashes and license availability at the time of the study.

Table 1: Voxel8 Specifications

Printing Fused filament fabrication

Technology (FFF), Pneumatic Direct Write

Build Volume 150 mm x 150 mm x 100 mm

Layer Resolution | 100 microns

Conductive 250 microns

Trace Width

Filament Size 1.75mm

Materials Polylactic acid (PLA),
Conductive Silver Ink

Network Ethernet, Wi-F1

Connectivity

3.1 Black Box Examination

The equipment used for this work consisted of three
computers and two media interfacing components. A
workstation was selected to control the printer during
the experiment, further referred to as the User PC.
Interactions with the printer were conducted via the
Google Chrome web browser. A second workstation
was selected to perform image acquisitions and
analysis, further referred to as the Forensics PC. A
third machine was used to restore image files to the SD
card. An Insignia USB SD Card Reader (Model NS-
DCR30S2K) was used to interface the SD card to the
forensics PC and the imaging PC for both read and
write operations. Read operations involving the SD
card were conducted via a Wiebtech USB write
blocker (Model 31300-0192-0000) to prevent
modifications to the data by the forensics PC.
Configuration details for the computers utilized in the
research are presented in Table 2. Hardware was
selected due to its availability at the time of the
experiments and exceeding the system requirements
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6. Cancel a Print: Log into the Voxel8’s OctoPrint
web server as ‘admin’ and start a print for the file
‘Rectangular Test Token” by selecting “Start Print®
in the web interface and accepting all the default
options. When printing starts, press the ‘X’ button,
on the front panel to cancel the print job. When
prompted, select “Print Problem” on the front panel
as the reason for halting the job.

7. Cancel and Delete a Print: Log into the Voxel8’s
OctoPrint web server as ‘admin’ and uploaded a
design titled ‘Forensics Test Print’. Start the print
by selecting *Start Print” on the page and accepting
the default options. When printing starts, press the
‘X’ button on the front panel to cancel the print
job. When prompted, select “Print Problem’ on the
front panel as the reason for halting the job. Then
delete the file ‘Forensics Test Print’ from the
device through the OctoPrint web server.

8. Printing and Canceling using the Front Panel:
Initiate a print of the design ‘Rectangular Test
Token” from the front panel. When printing starts,
press the “X’ button, on the front panel, to cancel
the print job. When prompted, select ‘Print
Problem” on the front panel as the reason for
halting the job.

9. Printing, Canceling and Deleting using the Front
Panel: Initiate a print of the design ‘Rectangular
Test Token” from the front panel. When printing
starts, press the "X’ button on the front panel to
cancel the print job. When prompted, select “Print
Problem” on the front panel as the reason for
halting the job. Then delete the file ‘Rectangular
Test Token” from the device through the front
panel menu.

10. Update Printer Firmware through OctoPrint:
Instruct the Voxel8 to download and install a
firmware update through OctoPrint’s web
interface. The front panel displays an “Update
Complete’ upon task completion.

3.4 Data Processing

Per the Computer History Model proposed by
Carrier and Spafford [30], the differences between the
images are the result of events which occurred on the
device between the image acquisitions. Cryptographic
hash values were utilized to determine whether
individual files were changed between the initial and
post-manipulation images. The hash sets were loaded
as custom hash sets into the KFF server component of
FTK. The hash set containing the known G-code files
was configured as alert file set, and the hash set
containing all files extracted from the initially acquired
image was configured as a known file set. The results
presented by FTK after hiding the known files were

filtered to include only allocated, non-deleted files.
These files were flagged for manual file inspection to
determine their content and included both changed and
newly created files with unique content. A specific
search was conducted for the G-code file ‘Rectangular
Test Token” by its hash value against the initially
acquired image and the file locations were recorded.
These file locations were searched for in the images to
determine the state of those files due to overlap in the
hash sets.

3.5. Limitations

This study examines a single instance the Voxel8
printer, but seventy-one (71) consumer 3D printer
models are listed on OctoPrint’s supported printers
page and six of those models utilize the hardware
combination of a Raspberry Pi and a RAMBo [31]. It
should be noted that there were no visible or
documented means to reset the machine to a factory
default setting. Testing of this machine required
connectivity to the general Internet and there is the
possibility that the machine was subjected to network
traffic not included as part of the experiment. Data
carving and event-correlation are considered out of
scope for the purposes of this work.

4. Results and Analysis

Differences in the file systems were detected each
experiment. Table 3 summarizes the number of
differences identified between the initial and post
manipulation images. Differences include file changes,
creations, and deletions. Ninety (90) unique files were
altered by ten (10) experiments. Uniqueness was
defined by file location and base file name.

Table 3: File system changes by experiment

Manipulation set Changes
Upload a File 52
Upload and Print a File 66
Delete an Existing File 51
Upload and Delete a File 59
Upload, Print, and Delete a File 61
Cancel a Print 50
Cancel and Delete a Print 49

Printing and Canceling using the Front | 50
Panel
Printing, Canceling and Deleting using | 51
the Front Panel

Updating Printer Firmware through 80
OctoPrint
Unique files changed 90
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4.1. Manual File Inspection

Manual inspection of the files identified by FTK
revealed several instances of data related to the print
process. A summary of notable changes follows:
/home/pi/.octoprint/logs/octoprint.log: The log retained
interactions with the OctoPrint server such as the
Internet Protocol (IP) addresses of clients connecting to
it as well as system level commands initiated by the
user. For manipulations including the upload of a file, a
reference to the name of the design with an appended
numeric identifier and timestamp were found in the
log. In some cases, a log rotation mechanism split the
log file. There were not any unique identifiers noted
for users or external devices.

/home/pi/.octoprint/uploads/.metadata.yaml: The
file containing a list of uploaded G-code files. The
device recorded attributes of those files, including file
name, the SHAT hash of the file, estimated print time
and filament usage, a numeric identifier for the print
file, and the time and status of the last print attempt. In
runs that included a delete manipulation, the data for
the deleted file was not present in the list.

/home/pi/.octoprint/uploads/Forensics_Test Print-
224546099-<UTC Timestamp>.gcode: A copy of the
‘Forensic Test Print’ file uploaded to the device was
found in this location. The integrity of the file was
verified by SHA1l and MDS5 hash values that are
identical to the hash values of the file uploaded to the
Voxel8 during the experiments. The file was only
present during state manipulations that included file
upload and did not include a delete operation.

/home/pi/.octoprint/uploads/Rectangular Test To
ken-770373878-2017-09-11721-27-35.303Z.gcode: A
copy of the design ‘Rectangular Test Token’ file was
identified at this location. The file was not present in
images taken after manipulation sequences that
included a step to delete that design file. The hash
value for this file was also associated with a file in the
ext partition named /root/.cache/chromium/Default
/Cache/F_000016.

/root/.cache/chromium/Default/Cache/data 3: A
binary file containing browser cache data from
Chromium was identified. The file contained a copy of
the uploaded G-code file intermingled with additional
information. This data remained on the machine during
experimental runs that included deletion of the
uploaded file.

/root/.cache/chromium/Default/Cache/F 000017
A copy of the uploaded G-code file “Forensic Test
Print” was retrieved from this location. The content of
the file was verified against the file uploaded to the
Voxel8 by SHAL and MD5 hash values. The file was
present after all upload operations and remained on the
machine after the design was deleted.

/root/.config/chromium/Default/CurrentSession: A
binary file that appeared to contain references to the
states of the printer shown on the front panel interface
of the device was retrieved from this location.
References were extracted from the file by excluding
non-printable characters.

/root/.config/chromium/Default/History: An
SQLLite database file containing URLs that mirrored
the navigation of the device conducted via the front
panel interface was retrieved from this location. The
entries contained labels such as ‘menu:print’ and
‘menu:delete” with timestamps present in cases where
the item was selected.

4.2 Aggregate Change Analysis

Examining the distribution of changes reveals
details about the operation of the device. Figure 3
shows a heat map of the number of changes by
directory and normalized by directory. Directories
which did not have a change occur are excluded from
the heat map. No changes were identified in the FAT
partition. Changes that occurred within the ext partition
were constrained to five top-level directories: /efc,
/home, /root, /tmp, and /var. The heat map shows
variation in the numbers of changed files in
/home/pi/.octoprint,  /root/.cache/chromium/Default/
Cache, and /root/.config/chromium. The map also
indicates differences where the changes occurred
depending on the manipulation. For instance, the
firmware update affected files in different directories
than non-administrative operations.

5. Discussion

The changed files identified in this work included
metadata concerning the print operations, the G-code
files, and device log files. The presence of this
information has implications for the forensic, security,
and privacy issues surrounding the device.

On the forensic front, this device serves as a
potential source of information during an investigation.
The residual data contains several references to what
occurred on the device, namely what was printed,
when it printed, and the state of that print job. While
legitimate interactions did result in the removal of the
metadata for the print files, copies of the G-code
appeared in several file system locations, and those
copies maintained in the Chromium cache persisted
after deletion. In the absence of the means to reset the
device, this information would persist until the cache
was cleared due to excessive size. There were no
instances of cache clearing observed during this
experiment.
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