A Method to Detect AAC Audio Forgery
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ABSTRACT

Advanced Audio Coding (AAC), a standardized lossy
compression scheme for digital audio, which was designed to be
the successor of the MP3 format, generally achieves better sound
quality than MP3 at similar bit rates. While AAC is also the
default or standard audio format for many devices and AAC audio
files may be presented as important digital evidences, the
authentication of the audio files is highly needed but relatively
missing. In this paper, we propose a scheme to expose tampered
AAC audio streams that are encoded at the same encoding bit-
rate. Specifically, we design a shift-recompression based method
to retrieve the differential features between the re-encoded audio
stream at each shifting and original audio stream, learning
classifier is employed to recognize different patterns of
differential features of the doctored forgery files and original
(untouched) audio files. Experimental results show that our
approach is very promising and effective to detect the forgery of
the same encoding bit-rate on AAC audio streams. Our study also
shows that shift recompression-based differential analysis is very
effective for detection of the MP3 forgery at the same bit rate.

Categories and Subject Descriptors

H.5.1 [Multimedia Information Systems]: Audio input/output,
K.6.m [Miscellaneous]: Insurance and Security

General Terms
Algorithms and Security.
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1. INTRODUCTION

In multimedia forensics, steganalysis and forgery detection are
two interesting areas with broad impact to each other. While
multiple promising and well-designed steganalysis methods have
been proposed and several steganographic systems have been
successfully steg-analyzed [3, 5, 6,7, 10, 11, 12, 15], it seems that
the advance in forgery detection falls behind.

While we enjoy huge volumes of digital multimedia, our
traditional confidence in the integrity via our eyes and ears has
also been undermined since doctored pictures, video clips, and
audio streams are easily manipulated. Generally, tampering
manipulation in digital media involves several basic operations
and the detection of these fundamental manipulations and relevant
forgery has been well studied [1, 2, 4, 8, 9, 13, 14, 16]. To our
knowledge, most study of multimedia forgery detection is focused
on digital images.

Some works have been presented to detect the forgery or related
manipulation in audio streams, including MPEG-1 Audio Layer 3,
also known as MP3. For example, if two MP3 audio streams
encoded at different bit-rates are selected in part and composited
together and encoded in MP3 format, such forgery manipulation
undergoes double MP3 compression. While we will be able to
reveal the behavior of double MP3 compression, we may catch
the forged part in MP3 audio streams. However, if two MP3 audio
streams encoded at the same bit-rate and composited together and
encoded in MP3 format with the same bit-rate, the method of
detecting double MP3 compression does not work [15].

Advanced Audio Coding (AAC), a lossy audio compression
scheme, standardized by ISO and IEC, which was designed to be
the successor of the MP3 format, generally obtains better sound
quality than MP3 at similar bit rates. AAC is supported on
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Decode an JPEG image under examination to spatial
domain, which is denoted by matrix S(iy) (=1, 2, ..., M;
=1,2...,N),

Shift the matrix S(ij) by di rows and d2 columns in the
spatial domain, (d1, d2)e {(0,1), ...,(0, 7), (1,0), ....,(7,7) }
and generate a shifted spatial image S'( d1, d2), S'(d1, d2) =
S(i- dv, j- da)(i= di+1, dit2, ..., M, j= ditl, gt ca, ..., N),
then compress the shifted spatial image S'( d1, &) to JPEG
format at the same quantization matrix;

Decode the shifted JPEG image to spatial domain, denoted
by a matrix S”'( d1, 1),

Calculate the difference D (d1, d2)= S'(d1, d2) - S (d, dv),
Shift-recompression  based ReShuffle Characteristic
features (SRSC) on the region of interest R, SRSCr are
defined by:

Z|DR(d1>d2)| , (1)

SRSC,(d,,d,) = STraa
1>%72

Where (d,,d,)e {(0,1)....(0,7),(1,0)....,(7,7)} There are a total
of 63 features for each R.



Shifi the matrix S(ij) by t samples in the temporal
domain (t=1,2,..1023). A shifted temporal WAV signal
S0, j, V) is produced. S'(i, j, ) = S(i-t, j), i=t, t+1, t+2,
Encode the shifted temporal signal S'( i, j, t) to AAC
format at the same bit rate;

Decode the encoded audio signal from the above step to
temporal domain, denoted by S''(i, ], 1);

Calculate the difference D(i, j, )=S'(i,j, 1) -S"'(i,J,
D’.

Shifi-recompression  based reshuffle characteristic
features (SRSC) are given by:

2 |pa. o)
SRSC(#) = L)

Z|s'(i, J.t)
(i.7)
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